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internet piracy

� What is?

� Sale of pirated products through:

� Auction sites

� B2B trade boards

� Chat rooms

� E-mail offers

� Unauthorised file sharing and download of copyrighted 
materials
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internet piracy

� Estimated losses:

� Difficult to estimate

� OECD estimates 5% - 7% of world trade is in pirated goods

� Gieschen Consultancy 2006 – 14% of all internet trade 
valued at US$100 billion

� Trend towards using the internet as a medium of distribution
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internet piracy

� Reason for online piracy

� the ease at which pirates may maintain anonymity; 

� the ability to be located any where in the world; 

� the potential size of the market; and 

� the ability to reach a global audience at marginal costs.
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internet piracy – auction sites
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internet piracy – auction sites
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The process

� Police/criminal action

� Reporting the sale of pirated products to police

� Police investigates

� Police takes action

� Civil process

� Third party discovery proceedings

� Civil proceedings against infringer
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Police/criminal action

� Right owners complain of a Singapore website offering for 
sale pirated products

� Police contact web site administrator for IP address of party 
posting offer

� Web administrator provides IP address to police

� If IP address indicates a local ISP, police will check with ISP 
for details of the subscriber

� From the subscribers information, police will conduct 
investigations, sometimes with the assistance from the right 
owners.
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Police/criminal action

� Advantages

� Exercise of police powers results in greater investigation 
efficiency

� Speed of action

� Deterrent effect

� Disadvantages

� Volume and bandwidth
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Civil proceedings

� Investigations into a website and determine the internet 
service provider

� Request for information of infringer from service provider

� Demand letter

� Third party pre-action discovery

� Civil proceedings for trade mark infringement and passing-
off
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Civil proceedings

� Investigations into a website and determine the internet 
service provider

� Request for information of infringer from service provider

� Demand letter

� Third party pre-action discovery

� Civil proceedings for trade mark infringement and passing-
off
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Civil proceedings

� Advantages

� Potentially possible to recover damages and cost

� Disadvantages

� Confidentiality issues which prevents disclosure of third party 
information

� High legal cost
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Industry self-regulation

� Take-down provision currently exist Copyright Act

� Useful against taking down illegal uploads of pirated digital 
media

� Less useful against other types of sale of counterfeit products 
in the internet

� Some auction sites have implemented take-down 
provisions:

� eBay – Verified Rights Owner (VeRO)

� Yahoo – report on auction abuse
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